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Information 
Technology 

Considerations 
for Parish 
Leaders

Topics

Cybersecurity
◦ Identification of online threats. 
◦ Case Studies – Observations of Recent Hack Attempts
◦ Token Theft

Threats
◦ Global Threats
◦ Email Security
◦ Account Security
◦ Windows 10

Security Awareness Training

AOS Technology Summit 2025

AOS-Share

AOS-365

Kevin’s Q&A

AOS-365 – Technical with Caleb Dietzel



The Information Technology Landscape
Routers, 
Switches, 

Desktop Computers, 
Laptop Computers,

Servers,
Printers,

Firewalls…..



The Information Technology Landscape

68% of all computer breaches 
have a human that participated in 

the breach.

The most important thing you can 
do to protect your compute 

environment is to educate your 
users.



Understanding Threats



Understanding Threats - Scareware

Attempt to build 
trust

Attempt to build 
trust

Grammar Issue

Grammar Issue

Danger

DangerDanger

The Hack



Information Technology - Risks



Information Technology - Risks

Urgency

Build trust
Danger

Danger
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Exploration of a 
Hack



Exploration of a Hack – The Ask
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Exploration of a Hack – Part Two
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Exploration of a Hack – Part Two



Critical Risk: 2FA 
Token Theft

By far the most serious exploit attempt 
we encounter, a successful token theft 
gives the hacker complete access to your 
identity and privileges. 

When you click open, you’re presented 
with an AOS login request and 
subsequent two-factor authorization.

When complete, the Hacker will have 
access to your Outlook, OneDrive, and 
every other O365 capability as well as 
every other system that utilizes O365 
identity. 

This email was received by 49 in the 
Chancery
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If you’re not expecting the file, don’t open it. 
Do not email the sender for verification, they have been exploited, and you will be 

interacting with the hacker.



In partnership with the U.S. Cybersecurity and 
Infrastructure Security Agency, the FBI has issued a 
joint March 12 cybersecurity advisory against the 
backdrop of attacks by the Medusa ransomware 
group. The full FBI alert, AA25-071A, goes into 
great depth regarding the technicalities of the 
Medusa operation. As such, it is of importance 
that this should be read by all cyber-defenders. 
However, for the purposes of this article I am 
going to focus on the attack mitigation advice 
offered by the FBI.



2025 GLOBAL THREAT REPORT
Here are a few key facts you should know about the shifting threat landscape:

◦ Breakout time — how long it takes for an adversary to start moving laterally across your network — reached 
an all-time low in the past year: The average fell to 48 minutes, and the fastest breakout time we observed 
dropped to a mere 51 seconds.

◦ Voice phishing (vishing) attacks, where adversaries call victims to amplify their activities with persuasive social 
engineering techniques, saw explosive growth — up 442% between the first and second half of 2024.

◦ Attacks related to initial access boomed, accounting for 52% of vulnerabilities observed by CrowdStrike in 
2024. Providing access as a service became a thriving business, as advertisements for access brokers increased 
50% year-over-year.

◦ Among nation-states, China-nexus activity surged 150% overall, with some targeted industries suffering 200% 
to 300% more attacks than the previous year.

◦ GenAI played a pivotal role in sophisticated cyberattack campaigns in 2024. It enabled FAMOUS CHOLLIMA to 
create highly convincing fake IT job candidates that infiltrated victim organizations, and it helped China-, 
Russia-, and Iran-affiliated threat actors conduct AI-driven disinformation and influence operations to disrupt 
elections.



Is Anti-Virus and Anti-Malware Enough?
While virus protection software can be effective in detecting and removing known malware, it's important to 
remember that no software is 100% foolproof, and a multi-layered approach to cybersecurity is crucial. 
Here's a more detailed explanation:

◦ Antivirus Software Works, But Isn't Perfect

◦ No Guarantee of 100% Protection:

◦ Multi-Layered Approach is Key: 

◦ Keeping Software and Operating System Updated:

◦ Avoiding Risky Behavior:

◦ Strong Passwords and Two-Factor Authentication

◦ Data Backups: 

◦ Be Aware of False Positives

◦ Antivirus Software Can't Protect Against All Online Risks:

In conclusion: While antivirus software is a valuable tool in your cybersecurity arsenal, it's not a silver bullet. A 
multi-layered approach, including strong security habits and staying informed about online threats, is essential for 
protecting your devices and data. 



Email Security
Verify the Email Sender.
Carefully examine the email sender 
If in doubt, use a Parish directory to call the individual for confirmation of a received text or email. Do 
not use a phone number that may be provided in the body of the email.

Stop before clicking on a link
Hover over links in emails to ensure the link is legitimate. Or open a browser and type in the link 
manually

Be wary of email attachments
Do not open an attachment if you were not expecting one

Learn how to recognize a Phish
Messages that contain a high sense of urgency
A request for personal information (Social Security, password, etc.)
Poor writing or grammar



Account Security
Create a strong password
Strong password minimum 14 character with capitals/symbols/numbers

e.g. rol.led%SE-ALS7pools
Do not re-use passwords
Never share your Login information
Utilize a secure password manager such as e.g. 1Password

Enable 2FA/MFA
Try to use an authenticator app as a second verification and not an email/phone number
Google Auth, Microsoft Auth, etc. 
Best Practice
Avoid selecting “Remember me” when logging into an account
Always log out of the website/computer if not in use
Try to update your password every 3 – 6 months



YouTube – Adobe

FTC.GOV

Free – Security Awareness Training Options
YouTube, Amazon & FTC

Paid – Security Awareness Training Options
KnowB4

Amazon

KnowB4



Windows 10 – End of Life



Archdiocese of Seattle – Technology Summit
Topic - Evolving Threat Landscape:
Cyber threats are constantly evolving, requiring us to stay vigilant and adapt our security measures 
accordingly.
Topic - Risks:
Ignoring information security issues can lead to significant financial losses, reputational damage, 
and operational disruptions.
Topic - Proactive Approach:
A proactive approach to cybersecurity is crucial for protecting our organization's valuable assets and 
data.
Topic  - Collaboration and Knowledge Sharing:
This meeting will provide a platform for different teams to collaborate, share their knowledge, and 
develop a unified approach to cybersecurity. 
What are worries you?



Announcing 
2025 AOS 

Technology  
Summit

Planned for Spring 2025, this day 
will focus on the discussion of 
information technology issues in 
front of us. 

Use this QR code to complete a survey about participation in 
the 2025 AOS Technology Summit. We are in the early stages of 
planning, and your feedback is critical as we envision what this 
event could be. Thank you in advance for your information. All 
feedback is a gift. 



A New Way for Document Sharing
AOS-Share – “For Parishes SharePoint”

As part of the long-term strategy to improve the archdiocese’s use of 
technology, the Archdiocese of Seattle has built a new way to easily and 
securely share documents from the Chancery to parishes and schools. The IT 
team created a new secure online platform where registered employees can 
store and collaborate on content. AOS-Share offers improved efficiency, 
scalability and security by replacing many of the disjoined file-sharing sources, 
such as Box.com, DropBox.com, Google Docs, and the myriad collection of email 
attachments. In deploying AOS-Share, we will be enhancing collaboration, 
providing uniform content management and making it easier for everyone to 
share and access files. 
Specifically, the AOS-Share platform will be organized with private folders for 
each parish family. 



A New Way for Document Sharing
AOS-Share – “For Parishes SharePoint”

Currently, each of the folders has the following documents uploaded: 
• Historical Property & Construction Files (blueprints, drawings, renderings) 
• Parish Property Reports 
• Partners in the Gospel Parish Viability Metrics and Workplan Templates 
The key things to know about this tool are: 
Only pastors, pastoral coordinators and identified pastoral assistant for 
administration and director of operations will have access to the SharePoint 
site, ensuring that the information is securely shared with the appropriate 
people.  
We will provide you with the list of all people who will have SharePoint access 
for your parish family. (Note: If someone else from your team needs access, we 
will provide direction on how to update access permissions.) 



AOS-365 Platform – Archdiocese of 
Seattle

The AOS-365 Platform, an optimized version of Microsoft’s 365 infrastructure, 
designed to add enhanced security capabilities, adherence to Archdiocesan 
policies and deliver capabilities well beyond Microsoft’s M365 standard platform. 
Highly automated, administrative tasks such as centralized device management, 
backup & restore, archives and virus & malware detection continuously reduces 
the risk of nefarious actors penetrating your infrastructure. Professionally 
monitored and maintained, the AOS-365 tenant is a key component of the 
archdiocese’s cyber defense infrastructure.



AOS-365 Platform – Archdiocese of 
Seattle

Overall Benefits of a Unified Master Microsoft 365 System 
◦ Secure – Communications and Compute within your Parish and/or School are secure and 

private. Threat Remediation can quickly address potential exploits across the entire 
ecosystem. 

◦ Professional Support – Administrative functions are performed by industry professionals 
providing unparalleled support for your Parish and/or School.

◦ Features - Capabilities beyond the standard Microsoft M365 platform. 
◦ Administrative Responsibilities, adding users, backup & restore, archiving and others are 

removed from your staff members.
◦ Two-Factor Authentication – To protect against stolen identities. 
◦ Security Awareness Training – Industry Leading (KnowBe4) security awareness training for 

your staffs. 



Threats – Current Landscape


