Don’'t take the bait!
Avoid Phishing emails

A “phishing email” is when a bad actor sends you an email in ‘ l
hopes that you'll click on the link or open the file. Once you do

that, a virus or other malware may be inserted into your I.T.

system. This is bad news for your school or parish! Follow these

steps to protect yourself and your organization.
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" Remember:

e Login credential can be stolen
ARE YOU and used by attackers to send
SURE? malicious emails from your
5 email system.

Ways to check
the source:

e Hover over links to
make sure they are
going to the intended
site before you
click any.

e Just because there is a
company logo doesn’t make
it legit.

e Email addresses can look like
they're coming from someone
you know — so double check.
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e Call an externally
verified number
(not from the email
alone) to confirm the
message.

 Visit the trusted
website by typing
the URL into the
browser yourself.

e Cybercriminals sometimes
build trust by developing
relationships over time
before they ask for anything
sensitive.
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100% SURE?

Before you
open, download, click,
share data or complete

a wire transfer, you must
be 100% confident the
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requests are legitimate. CONTINUE contact your L.T. or
WORKING security team
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Apply these same
principles to text
messages on your phone.
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